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Reducing the cost of implementing AES as a 

quantum circuit



Insert Unit Name Here

Continuous progress on quantum computers

→ Allows quantum algorithms to operate and attack 

currently secure encryptions

Particular example of quantum algorithms

→ Grover’s algorithm – key search for AES

Introduction
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Security baseline in a post-quantum setting

→ NIST’s ongoing standardization effort

→ Security strength categories based on resources 

needed to attack symmetric primitives

Prior work on AES cost estimate

→ Grassl et al.’s work  from PQCrypto 2016

→ improved quantum circuit by Almazrooie et al. 2018

Motivation

Any attack that breaks the relevant security definition must require 

computational resources comparable to or greater than those required 

for key search on a block cipher with a k-bit key (e.g. AES-k)
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New quantum circuit for AES S-box

→ Reduce the numbers for qubits and quantum gates 

needed (NOT, CNOT, Toffoli)

New quantum resource estimate for all three versions 

of AES

→ Revise the cost estimate for Grover’s attack against 

AES

Contribution
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Advanced Encryption Standard (AES)

→ Operates on a state of 128 bits

→ Key size (128, 192, 256 bits) and corresponding 

rounds (8, 10, and 12)

→ Main steps:

➢ SubByte

➢ ShiftRows

➢ MixedColumns

➢ AddRoundKey

All of AES can be implemented by means of NOT and 

CNOT gates with the exception of SubByte

Preliminary
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Algebraic Structure of SubByte
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SubByte as a Substitution Table
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1. The map S
Reduce the number of qubits by evaluating “in place”

2. The affine transformation
Can be expressed with NOT and CNOT

Observations about SubByte structure
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SubByte as quantum circuit (prior work)

# 

qubits

Toffoli CNOT NOT

2016 Grassl et al. 9 1385 1551

40 512 469 4

2018 Almazrooie

et al.

56 448 494 4
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Result from classical reversible circuits

Saravanan & 

Kalpana

Wireless Personal 

Communication 2018

Many “garbage outputs”

Only 35 Toffoli, 152 CNOT, 

and 4 NOT gates

Boyar & Peralta ePrint Archive: Report 

2011/332

Depth-16 circuit for AES S-

Box

34 AND gates

Boyar & Peralta 

(older design)

SEA 2010 Only 32 AND gates

Our starting point
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Boyar and Peralta discuss a technique for 

combinational logic optimization

1. Identify non-linear circuit components and reduce 

the number of AND gates (saving Toffoli gates)

2. Find maximal linear components of the circuit and 

minimize the number of XOR gates (reduce CNOT 

gates)

Proposed quantum circuit for the S-box in AES
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Proposed quantum circuit for the S-box in AES
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Conversion to a quantum circuit
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Conversion to a quantum circuit
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Cost estimate for the proposed S-box circuit

# qubits 32

Toffoli gates 55

CNOT gates 314

NOT gates 4

Toffoli-depth 40

Overall S-box depth 298
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Cost estimate for the proposed S-box circuit
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AES-128 AES-192 AES-256

# Toffoli gates 16,940 19,580 23,760

# CNOT gates 107,960 125,580 151,011

# NOT gates 1,507 1,692 1,992

# qubits 864 896 1,232

S-box depth 47 41 54

Toffoli depth 1,880 1,640 2,160
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Resource estimates for AES using prior design

AES-128 AES-192 AES-256

# Toffoli gates 151,552 172,032 215,040

16,940 19,580 23,760

# CNOT gates 166,548 166,548 233,836

107,960 125,580 151,011

# NOT gates 1,456 1,608 1,943

1,507 1,692 1,992

# qubits 984 1,112 1,336

864 896 1,232

Toffoli Depth 12,672 11,088 14,976

1,880 1,640 2,160

Grassl et al.
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Resource estimates for AES using prior design

AES-128 AES-128

# Toffoli gates 150,528 16,940

# CNOT gates 192,832 107,960

# NOT gates 1,370 1,507

# qubits 976 864

Toffoli Depth N/A 1,880

Almazrooie et al. This paper
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Exhaustive key search with Grover’s algorithm

Grassel et al. This paper

AES-128

#qubits 2,953 865

#T-gates 1.19 ⋅ 286 1.47 ⋅ 281

T-depth 1.06 ⋅ 280 1.44 ⋅ 277

#Clifford gates 1.55 ⋅ 286 1.46 ⋅ 282
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Exhaustive key search with Grover’s algorithm

Grassel et al. This paper

AES-192

#qubits 4,449 1,763

#T-gates 1.81 ⋅ 2118 1.68 ⋅ 2114

T-depth 1.21 ⋅ 2112 1.26 ⋅ 2109

#Clifford gates 1.17 ⋅ 2119 1.71 ⋅ 2115
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Exhaustive key search with Grover’s algorithm

Grassel et al. This paper

AES-256

#qubits 6,681 2,465

#T-gates 1.41 ⋅ 2151 1.02 ⋅ 2147

T-depth 1.44 ⋅ 2144 1.66 ⋅ 2141

#Clifford gates 1.83 ⋅ 2151 1.03 ⋅ 2148
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